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1. Glossary

CA Certificate Authority

CSP Critical Security Parameter

ECDSA Elliptic Curve Digital Signature Algorithm
EDC Error Detection Code

FPGA Field Programmable Gate Array

KAT Known Answer Test

PIN Personal Identification Number

RAM Random Access Memory

SGSS Secure Generic Sub-System

SHA-384 Secure Hashing Algorithm 384 bits

2. Related documents

FIPS140-2 Federal Information Processing StandBrdsdication, Security Requirements
for Cryptographic Modules

FIPS180-3 Secure Hash Standard (SHS)
FIPS186-3 Digital Signature Standard (DSS)

1270A301 SGSS User Guide
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3. Introduction
This document is a security policy for the Secueaé&ic Sub-System (SGSS), version 3.5.

The SGSS module is a multi-chip embedded cryptdgrapodule providing functionality for
the secure loading and/or upgrading of applicatisisg the SGSS application. The SGSS is a
FIPS 140-2 Security Level 3 module (Ref: FIPS140-2)

The module ensures the integrity of any applicatiian is loaded into itself. It will only allow

an application to be loaded if it has been signea private key that has been generated by the
Certificate Authority (CA). The signature is veeifi using a FIPS-Approved signature
verification algorithm and the public key corresgimg to the private key. The Approved
algorithm and the public key are securely storettiénmodule. This procedure ensures that only
correctly signed applications can be loaded intontledule.

The module implements the following FIPS-Approvégbathms:
ECDSA (Ref: FIPS186-3)
SHA-384 (Ref: FIPS180-3)

The ECDSA signature verification algorithm uses SB8% for its hash function.

Version 3.0 of the SGSS bootstrap application sovsupports the ECDSA\SHA-384
implementation. It is available in the Datacrypdalvanced Performance Plus (including the
small form factor model) product and Datacryptod@@roduct.

If a new SGSS bootstrap application is loaded eépéacement bootstrap application must be
FIPS 140-2 validated. Only bootstrap applicatioesenncluded in the FIPS 140-2 testing and
validation. However loaded, applications thatRIRRS 140-2 validated will run in Approved
mode. The module’s FIPS 140-2 validation will obymaintained if the application that is
loaded by the validated bootstrap code is also EMB2 validated. The loading of non-
validated application code will invalidate the mtadsi FIPS 140-2 validation.

The SGSS uses only Approved algorithms and doesuppiort non-Approved algorithms.
Therefore the SGSS has only an Approved mode aghtpe.

In normal operation a user of the module need e@viare of the existence of the SGSS
bootstrap. The bootstrap is restricted to configomeand maintenance tasks such as reading and
updating configuration information and erasing pdating the loaded application.

When an application is present, the SGSS bootsfithprovide basic system initialisation and
transfer control to the application. The applicai® provided with an interface to the bootstrap
via the trap 15 instruction.

The module is protected by physical security pregitly the SGSS tamper resistant alarm
circuit and by the external module casing. Theudirg within the module is potted in a hard
opaque potting material.

The following page shows the SGSS as a componéehepDatacryptor® 2000, and the
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Datacryptor® Advanced Performance (including theaBForm Factor model). In each
photograph the SGSS is the large black oblong tiseof the SGSS does not imply that any
product is itself FIPS 140-2 validated.
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4. Identification and Authentication Policy

There are two roles associated with the modulesd laee the crypto-officer role and the user
role. There is no maintenance role associatedthétmodule.

The crypto-officer role involves the loading of abic key certificate into the module at the
factory. The public key certificate is used by thedule to verify the signature on any
application that it loads.

An authorised crypto-officer performs the loadirighe public key certificate at the factory.

Once the module is fielded, new applications magdreerated at the plant and signed using the
private key that is held securely at the factdBgdurity at the factory is provided by procedural
controls.) In the field the user, acting on bebéthe factory, may load the signed application
into the module where the signature is verifiechgshe public key certificate. This is the only
cryptographic application offered by the modul@fware. Details on how to perform the user
role securely are contained in the document SG®6 Gside (Ref: 1270A301).

Authentication of the crypto-officer is provided §gcure manufacturing procedures at the
factory.

The authentication data required of the user istiheectly signed application code. This means
that the user’s authentication data is effectiiedyprivate component of the CA key pair. The
authentication data contained in the module wiltHeecorresponding public key and signature
algorithm.

The only identity associated with the module ig tfdhe factory. The crypto-officer, acting on
behalf of the factory, initialises the module bgerting the public key certificate into the
module. The user, also acting on behalf of thofgicloads a signed application in the field.
The signature on the application therefore idesgtifind authenticates the factory.

The corresponding strength of the authenticatiochaeism depends on the size of the private
key space associated with the FIPS-Approved algur(ECDSA using SHA-384) used for
generating and verifying the digital signaturesic8ithe module uses only these FIPS-
Approved algorithms (sdtp://csrc.nist.gov/cryptvglthe size of the key space provides an
extremely high level of security for the authertima mechanism. This is shown by the
following mathematical arguments for ECDSA.

Let x be the size of a private key space used IBEL Then x > 2> 1000000, so that 1/x <
1/1000000lt follows that

» the probability that a random attempt to use thientication mechanism will succeed
or that a false acceptance will occur is (signifttg less than one in 1,000,000

» the probability that multiple attempts to use thehantication mechanism during a one-
minute period will succeed or that a false acceqgamill occur is (significantly) less
than one in 100,000. It typically takes 35 secdndgach attempt to use the
authentication mechanism — only available via #iatively slow serial interface.
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4.1 Other Security-Relevant Information

FIPS Approved Mode of Operation

The SGSS only has an Approved mode of operatidre f@llowing conditions must be
satisfied to achieve the FIPS 140-2 Level 3 Apptdavede.

FIPS 140-2 Approved security methods are used

The following method must be used:
+ ECDSA/SHA-384 (FIPS Certificates #283/1717)
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5. Access Control Palicy

5.1 Roles

As already discussed the module supports a cnjffitoand a user role. There is no
maintenance role associated with the module.

5.2 Services

The only cryptographic service provided by the ntedsithe loading of signed applications.
The user will be able to load an application itite nodule provided that the application is
properly signed and there is sufficient memory spatche SGSS to store the loaded
application.

Unauthenticated users may perform the following-semsitive services:

» Echo (Echoes back an input string)

» Erase application (Erases application)

* Get version (Provides SGSS version number)

» Get CA name (Provides name of CA (factory) whichegated public/private key pair)
» Read/Write application configuration (Provides/s&eurrent configuration)

* Reboot unit (Resets the module)

* Set comms baud rate (Sets the communication rate)

» Get date/time (from the real-time clock)

* Read/write to/from unused FLASH (for storage of sparmanent application data)
» Get CA (read CA properties)

The self-test services provided by the module ar€reor Detection Code (EDC) test for
validating the bootstrap application, and knownnardests (KATS) on the signature
verification algorithms (ECDSA). Self-tests arefpaned at start-up and after a service request
to reboot the unit.

5.3 Cryptographic Keysand Other CSPs

The only cryptographic key directly employed by thedule is the public key component of the
CA key pair. This is stored in the flash in the 838 plaintext form and is protected by the
physical security mechanisms associated with th @S Ghis CA public key never leaves the
SGSS. Disclosure of the CA public key does nostitarie a security risk for the module since
possession of the public key would not enable &tletr to sign applications and thereby enter
them into the module.

CA private keys are not directly employed by thedoie. They are used to sign an application
that is to be loaded into the module. CA privatgskare never loaded into the module and are
stored securely with the manufacturer’s factory.

There are no passwords or PINs associated withpbation of the module.

The only other security-relevant data are the Apgricsignature algorithms used by the module.
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These algorithms are publicly available and thisicldsure would constitute no threat.
5.4 Servicesthat Operatorsare Authorised to Perform (within each Role)

The crypto-officer is authorised to load the pukky certificate into the module at the factory.
The user is authorised to perform the applicataading service provided by the module.

The user will have access to the signed applicaiianis to be loaded into the module.
Procedures should be implemented to ensure thatattorised users are allowed to access the
signed application. However the user will not hdirect access to the particular CA private key
that has been used to sign the application. Thamthat the user would not be able to sign
another application and load it into the modulee $tyning of the application must be

performed by the vendor or by the developer ofihaication.

The user is also authorised to perform other sesvicovided by the module (see Section 5.2
above).
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6. Physical Security Policy

6.1 ActionsRequired to Ensure Security isMaintained

The SGSS is a tamper-resistant multiple-chip emégddyptographic module consisting of
production grade components intended to meet FRS1 evel 3. It does not support a
maintenance role and therefore security concersis@ifrom such a role are not relevant.

The SGSS is potted with a hard epoxy resin thapagjue within the visible spectrum. The
potted module is contained in a hard, solid cogpell. These components provide the
module’s tamper evidence. The components shoulaspected for evidence of tamper.
The physical security mechanism described abovepassive techniques and therefore no
testing of the mechanism is required.

7. Error Responses

7.1 Power-Up Test Errors

At power-up the SGSS automatically validates thegrity of its application using an EDC
algorithm. If the integrity of the application ialdated then the SGSS performs a known
answer test (KAT) on the signature verificationoaithm (ECDSA).

If the EDC test or either of the KAT tests failg,&ror message is logged and then the module
reboots itself.

7.2 Conditional Test Errors

When a signed application is loaded then the sigeain the application is checked using the
signature verification algorithm (ECDSA). If therifieation fails then the application is not
loaded into the unit and the SGSS outputs an eressage to indicate that the signature
verification was unsuccessful.

0562A238.002 9 20 August 2012



Thales e-Security SGSS Security Policy

8. Mitigation of Other Attacks Palicy

8.1 Movement, Temperature, Voltageand Intrusion Alarms

The module contains a tamper resistant intrusioectien system that surrounds the secure
area. This intrusion detection system is an inptié alarm circuit and cannot be disabled.

The physical security provided by the SGSS opergesprotection mechanism for the RAM,
FPGA and Coldfire processor. When there is onlg@dirap present the intrusion detection
system serves no useful function. However if afesgttapplication is loaded in the module then
the RAM and FPGA are used to contain critical Secparameters and as such require
protection. The alarm circuit protects the contefthie RAM and cipher FPGA by erasing
them if an attempt is made to access the secusieHne contents of the flash are not erased
when the alarm is triggered and consequently nsitheminformation is stored in flash.

The intrusion detection system consists of twouiisc a continuity circuit and a guard circuit.
These two circuits are wrapped around the secaseaard then potted in a hard opaque resin.

The alarm is triggered if the continuity circuitdsoken or if the two circuits are bridged. Any
attempt to access the secure area by cuttinglingitvould result in the alarm circuit being
triggered by either breaking the continuity cirauitbridging the two circuits. The circuits are
bonded to the resin so that any attempt to gaiesaday forcibly removing the resin will break
the continuity circuit and hence trigger the alaAny attempt to dissolve the resin will damage
the circuits and trigger the alarm.

The alarm circuit is powered from the main poweay when this is available, but if the
module is not powered up then it is powered byteeha The battery is mounted outside the
SGSS. If the battery is disconnected or fails taematriggers. This ensures that the module’s
tamper response and zeroization circuitry is opmrat at all times.

In addition to the alarm circuit the SGSS has a@ethat detects movement. Any abnormal
movement of the module will trigger the motion edar

As well as providing tamper resistance the SGS&parates environmental failure protection
features enabling the module to monitor and respofidctuations in the operating
temperature and voltage. If the temperature mowuesde a predetermined range®Cao

60°C) a temperature sensor causes the alarm to gerey Similarly if the voltage on the +5v
rail surges or is actively driven above the norteatl then the alarm is triggered, and if the
voltage drops below the normal level then the medhuts down.

In addition to zeroizing all CSPs the effect ofgering the alarm is that the supply rails to the
RAM, the cipher FPGA and the ColdFire microprocesse clamped to ground. This process
is much faster than simply removing power fromdkeices. Additionally the interface lines are
disconnected.

If the alarm condition is temporary then the unit veset itself following removal of the alarm
condition. For example if the alarm is triggeredaayse in temperature then the unit will reset
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itself after the temperature falls.

In some circumstances the triggering of the alailirb& permanent, i.e. the unit will not be
able to reset itself due to the persistence ohlden condition. This would happen, for
example, if the alarm circuit were triggered byirstrusion attack. In this case the unit must be
returned to the factory for the alarm to be reset.

Both the movement alarm and the temperature alamie turned on or off. Before an
application has been loaded (i.e. when only thedb@p application is present) the temperature
alarm is enabled and the motion alarm is disafiled.other alarms (i.e. the intrusion detection
system and the voltage alarm) are permanently edabl

The movement alarm and the temperature alarm vetriested as part of the FIPS 140-2 Level
3 validation.

After the security settings have been decided pan whether to enable or disable the motion
sensor) the physical security mechanisms provigegtldoSGSS will not require any action on
the part of the operator: the module is designedde in an insecure domain. An attempt to
breach security will result in automatic disablofghe module’s functionality.

When the module has been loaded with an applicatioifi be necessary to ensure that it is
subject to appropriate protection against unawthdruse. However such protection measures
would form part of the security policy for the l@atlapplication rather than the module itself
and are therefore outside the scope of a seculityydor the module.

8.2 Fault Induction Attacks

Fault induction attacks make use of fluctuationexternal forces to cause processing errors
within a module.

The module provides protection against certaingygdault induction attack. The module
contains a temperature sensor and a mechanisnetd dbnormal voltage variations.

The temperature sensor can be enabled or disaplkbe lnser. The user must enable the
temperature alarm in order to provide constantggtain against a fault induction attack
utilising temperature extremes.

The temperature sensor (if enabled) and the outaidge voltage sensor will not require any
further action on the part of the operator. If eitbf these alarms is triggered then the module’s
functionality will be automatically disabled.

There are no conditions under which the temperatadeabnormal voltage mechanisms are
known to be ineffective.
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